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ABCDE Model Attributes Value
ABCDE
Actor Actor Cybersecurity students taking a 600-level Computer
Security & Privacy course
Description Completed introductory computer programming

courses

rk role

Software Developer

un

Task details

T0046: Correct errors by making appropriate changes
andrechecking the program to ensure that desired

fixes.

ultiple C programs containing

Inepabilities. Their task is to identify
i i t the necessary
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Condition/Context

Scenario

Students are provided with multiple C programs
designed to perform distinct tasks: a) authenticate
users based on passwords; b) copy buffers between
memory locations; c) read a chunk of data from a file
to a memory buffer. However, these programs,
written in C language, include buffer overflow
vulnerabilities. Students are challenged to identify

I re

Limitations

U these vulnerabilities and subsequently rectify them by
rfy the programs to achieve the desired results

i Ianguage (avoiding the use

nf any Dther progréam ﬂj}

Technology

Documentation

Security Development Lifec

Calls
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Complete

Identify a minimum of three buffer vulnerabilities in
the provided program and offer recommendations for
their resolution

Successfully implement fixes for the identified buffer
overflow vulnerabilities

Employability

60 minutes

nts enhance problem-solving skills, critical
, an ramming proficiency
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