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APPLICATIONS
The technology has several potential applications:

Identity Verification

Justice/Law Enforcement

Muobile Biometrics

Banks and financial institutions
MNetwork Login Solution

PC/Laptop Sacurity

Time and Attendance

Healthcare Biometric

Logical Access Control
E-commerce and Web Applications

Homeland Security / Airports / Mational 1D
Dacuments
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NYIT Retro Range Program - NRRP

Concept Origins

* High School faculty and students have demonstrated an interest in, and
?Cd for, hands-on networking and cybersecurity training

* Hi @ not always provide a safe and isolated computer
network for I students to gain this experience

!
 Many CAEs already per (0 f to Iocal and regional High Schools
currently

* Most CAEs have college admissions departme It)s;} ave an
existing outreach program and associated school contacts

* Most colleges usually have a technology lifecycle program for replacing U,h
and retiring computer hardware on a scheduled basis
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NRRP Model

Program is re-run each
semester with new CAE
sti dents and both current and
i.>w high schools

Equipment is donated/transferr d
and delivered to School and
network is setup in designated and
supervised location

College Retires
Computer Equipment

Both on-site and virtual training
sessions are set up with faculty
and students for hands-on training
by CAE Cyber/CySP students
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CAE Cyber/CySP Students
Reformat/Create Cyber Range
Based off Network Design
Specs

CAE Cyber/CySP Students
Create Curriculum for g-12
Faculty and Students
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NRRP Range Design

Ubuntu Linux

Microsoft Windows 10 Pro

Microsoft Windows Server




CAE

* IN CYBERSECURITY
COMMUNITY

NRRP - Implementation

Implementation Process

s ct IT and find out next retirement cycle
ur PCs monitors, keyboards, mice, patch cables

C
* Se u s censes from IT
* Formatandp ’22 stems on PCs
* Configure networ ﬁ? specs
* Place any and all files for re on PCs

e Contact appropriate high school program
* CAE Cyber students should be mvolved andsespons ﬁurmg every phase

e Students to deliver system and begin work with facu Seitu
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Pilot program is unique to the district

BY JULIELANE | STAFFWRITER

Thanks to a part-time Island resi-
dent with technical expertise and a
willingness to engage with Shelter
Island School, a pilot project is under-
way teaching students about comput-
er networking and cybersecurity.

Michael Nizich, Ph.D., is an associ-
ate professor of computer science and
cybersecurity at the New York Insti-
tute of Technology (NYIT) and direc-
tor of the entrepreneurship and tech-
nology innovation center there. He
also leads a program designated and
supported by the National Security
Agency and Department of Homeland
Security.

He splits his time between the Is-
land and a house in Oakdale. He had
a job years ago that first brought him
to the Island and said he “fell in love
withit.”

Mr. Nizich had been speaking with
Superintendent Brian Doelger, Ed.D.,
about his pilot program and the idea
of making the it available to Shelter
Island students. Shelter Island is the
only pilot school up and running right

now, Mr. Nizich said. But two mor

networking and cybersecurity setup:

are being configured, although no
schools have yet been identified to
participate in the program.

“Shelter Island School District be-
comes a lighthouse for other schools
to look to as a leader in fostering cy-
bersecurity education through hands-
on, high-impact experiential learn-
ing,” he said.

For a high school to receive the ded-
icated training network and to partner
with college faculty and NYIT stu-
dents using remote training via Zoom,
results in “fostering a very exciting
and dynamic learning experience,” Mr.
Nizich said.

The students practice skills using
equipment that was scheduled to be
replaced at the college and is re-pur-
posed for use by high school students.

Cybersecurity students at the col-
lege helped to reconfigure the ma-
chines into what is called a “Cyber
Range” or “Cyber Sandbox.” The result
is basically to make the equipment a
dedicated learning system on which
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Pilot Success
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Next Steps

mIine the acquisition & assembly process

. prove on HS relationships & contacts
Cre or recurring training sessions

. Create an o fzf ess for new cybersecurity students
 Create an onboardl ct

dé;!f w high schools
 Implement classroom tea y program
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PhD, CISSP

516-686-1360
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