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NYIT Retro Range Program - NRRP

Concept Origins

• High School faculty and students have demonstrated an interest in, and 
a need for, hands-on networking and cybersecurity training 

• High Schools do not always provide a safe and isolated computer 
network for faculty and students to gain this experience

• Many CAEs already perform outreach to local and regional High Schools 
currently

• Most CAEs have college admissions departments that usually have an 
existing outreach program and associated school contacts

• Most colleges usually have a technology lifecycle program for replacing 
and retiring computer hardware on a scheduled basis
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NRRP Model

NRRP Model

College Retires 
Computer Equipment

CAE Cyber/CySP Students 
Reformat/Create Cyber Range 

Based off Network Design 
Specs

CAE Cyber/CySP Students 
Create Curriculum for 9-12 

Faculty and Students

Equipment is donated/transferred 
and delivered to School and 

network is setup in designated and 
supervised location

Both on-site and virtual training 
sessions are set up with faculty 

and students for hands-on training 
by CAE Cyber/CySP students 

Program is re-run each 
semester with new CAE 

students and both current and 
new high schools 
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NRRP Range Design

Network Design

Ubuntu Linux

Microsoft Windows 10 Pro

Ubuntu Linux

Microsoft Windows Server

Kali Linux

Wireless Router

Non-Network Devices
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NRRP - Implementation

Implementation Process

• Contact IT and find out next retirement cycle
• Secure 5 PCs, monitors, keyboards, mice, patch cables
• Secure windows licenses from IT
• Format and place operating systems on PCs
• Configure network to pre-defined specs
• Place any and all files for required curriculum on PCs
• Contact appropriate high school contact to discuss program
• CAE Cyber students should be involved and responsible during every phase
• Students to deliver system and begin work with faculty and students  
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Next Steps

• Streamline the acquisition & assembly process
• Increase/improve on HS relationships & contacts
• Create a schedule for recurring training sessions
• Create an onboarding process for new cybersecurity students
• Create an onboarding process for new high schools
• Implement classroom teacher certification program 
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Thank You!

Contact: Michael Nizich, PhD, CISSP
mnizich@nyit.edu

516-686-1360
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